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Online Safety During COVID-19



What do we do?

• International Training and Advocacy

• Legal, law enforcement, finance, healthcare, and education 

fields

• Prevention, response, and recovery training across disciplines 

globally 

•Collaboration with financial and technology industries in 

the fight against online child sexual abuse and 

exploitation

•Missing children prevention, response, and recovery 

•Research and legislative advocacy 

Education Portal at EdPortal.ICMEC.org

COVID.ICMEC.org

Resources in Spanish and additional languages  

https://www.icmec.org/education-portal/
https://www.icmec.org/child-protection-during-covid-19-response/


COVID.ICMEC.org



What do we know about risk 
for children?
Witness to violence

Intrafamilial sexual abuse

Intrafamilial physical abuse

Neglect

Online sexual abuse and exploitation
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CSAM 
downloads 
during first 
week of
Italian 
COVID 
lockdown
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Image cannot be shared.



EdPortal.ICMEC.org

What must you overcome?
Challenges of access, illness, and uncertainty



What can you do?

Ensure you have a policy specific to this time

Provide parents support and information

Ensure children know risks and warning signs 
of grooming

Continue case management and risk 
assessment

◦ Check-ins with vulnerable students

◦ Check-ins and support for parents

◦ Support disclosure 

Prioritize wellness over academic achievement



• BOYS are more likely to look for 
offensive or violent pornography, or 
be sent links to pornographic 
websites, meet someone offline 
who they have talked to online, give 
out personal information.

• GIRLS are more likely to be upset by 
violent or offensive pornographic 
content, chat online with people 
they don’t know, receive unwanted 
sexual comments, be asked for 
personal information. (Livingstone et al, 

2009)

Research also suggests that girls are more likely 

to experience ongoing cyberbullying than boys. 
(Cross et al, 2009)

Who is vulnerable to 
online abuse?



EdPortal.ICMEC.org

Online sexual abuse and exploitation

▪ Child protection training for staff

▪ Acceptable use policies at school including 
communications between adults and children

▪ Student abuse prevention education

▪ Work with parents



Parenting to prevent sexting

Sexting is illegal in most countries, even when the child makes the image or consent is given, 

however, telling children this can increase risky behavior. The best approach is to not normalize it, 
and to share real statistics. Most children do not sext.

.

The research says:

Children who report discussing image sharing with their parents are 

less likely to sext and less likely to have a traumatic outcome if they 

do sext.

Studies show one of the most effective messages is to say, “Once you 

send a photo you can never control it again.”

Nonconsensual or pressured sexting leads to significant stress, leaving 

teenagers in the same kind of distress they may feel after being 

sexually harassed or assaulted.

Be willing to discuss mistakes and risky scenarios, including what 

happens if a relationship ends and photos have been sent.



How do we 
respond?

Report.Cybertip.org



What are 
the key 
elements?

Document
Report
Prevent

Identify the availability of services

Stay in communication

Share information

Respond to new cases appropriately

◦ Keep a complete record

◦ Take a team approach

◦ Be victim-centered



▪ Late night use

▪ Increased screen time

▪ Stress around need to be 
online

▪ Secretive use/hiding screen

▪ Angry or withdrawn when 
online

▪ Lots of new contacts or 
followers, new devices

▪ Academic decline

▪ Mental health issues

▪ Pulling away from 
family/friends

Possible signs of online abuse

https://www.youtube.com/watch?v=dkG00Czb4ho

https://www.youtube.com/watch?v=dkG00Czb4ho
https://www.youtube.com/watch?v=dkG00Czb4ho


Online grooming patterns

Flattery, lots in common

Offer favors, gifts, hacks

Steer conversation to 

sex/looks

Ask to change platforms

Moods change, or withhold 

approval

Suggest meeting in person

TMI/PII personal Qs, age Qs

Demands or pressure (high 

volume of messages)



Responding to online abuse

• Do not view sexual images of 
children

• Save and secure evidence, but 
instruct others to delete images

• Take the device, turn it off, turn it in

• Document CP concerns, report to 
apps/platform and tip lines

• Respect student agency

• Safety plan with student and family, if 
supportive

• Contact law enforcement if a crime 
has occurred

• Monitor backlash

• Work with community on prevention



What 
resources 
are there 
to support 
you?

COVID. ICMEC.ORG



Thank for your 

time.

Laurie Tasharski

EdPortal@icmec.org

EdPortal.ICMEC.org

COVID.ICMEC.org

/ICMECOfficial

www.icmec.org

Questions?

mailto:EdPortal@icmec.org

